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Motivation

Exploring human mobility while preserving location privacy is a rich field of analysis, which is connected
with data mining, distributed systems, security and privacy domains. In the big data era, it is crucial to be
aware of all the novel techniques related to these fields in order to investigate new research questions and
to devise new geolocated services that ensure location privacy of end users.

In order to properly evaluate artefacts in these domains, we usually rely on mobility traces from public [3, 4,
5] or private [1, 2, 6] datasets (under licence). However, we observed that the quality of existing datasets is
not optimal. For example, they contain gaps ranging from several hours to several days, they do not contain
a ground truth (an accurate list of points of interest) to check our assumptions and they do not all contain
demographic data as well as preferred transportation modes. In addition, users involved in the datasets do
not necessarily have social links between each other, which can limit their use in studies related to location
privacy. For all these reasons, we want to launch a data collection campaign called Breadcrumbs. This new
dataset will address the aforementioned issues and benefit the entire community working with geospatial
datasets. Moreover, we also highlight that the ethical committee of HEC already approved this project at the
end of August 2017. The research questions we want to explore and address are listed below.

Research questions

1. Is it possible to accurately predict the future location of a user within a short, a medium and a long-term
range?

2. How can we classify the users by exploring their movements?

3. How auxiliary information about location data can help in inferring social relationships among users?

4. Can aggregated location traces (consisting of GPS coordinates collected at a high sampling rate) be
separated into individual user trajectories?

5. Which features are better suited to train a machine-learning model for mobility modeling?

6. How much does a prediction model trained on aggregated data (multiple users) contribute towards
increasing the prediction accuracy of individual users?

Study design and procedure

The goal of this data collection campaign is to collect location data of individuals on a daily basis as well as
additional data related to their mobility during a period of six months (from the beginning of March 2018 to
the end of June 2018). Location data will be automatically collected via an iOS application, while additional
data (ground truth, demographic data, transportation modes) will be collected at the beginning, at
intermediate steps during the six months and at the end of the data collection campaign.

Selection of the participants

We will recruit participants via the ORSEE database and select them based on a survey targeted at their
mobility behavior. Participants will also have to select a friend and a relative who agree to participate in the
data collection campaign. Our goal is to gather participants who demonstrate disparate mobility patterns
depending on their location traces and their modes of transportation (students at EPFL, students at UNIL,
students only using their cars, students using different means of transportation...).



We will also ask them if they intend to change their smartphones or if they will be abroad for a long time or
simply in vacation during the six months. These two aspects could have a strong impact on the quality of
the dataset.

In order to eventually obtain a dataset consisting of at least 80 high-quality users, we will recruit 100
participants in total.

Collecting procedure

Kickoff phase. Directly after the selection of the participants, we will ask them to answer a preliminary
survey to collect demographic data and information regarding their mobility behavior (gender, age, working
type, means of transportation, etc.) as well as their perception of location privacy. We will also ask the
participants if they know other participants involved in the data collection campaign, i.e., friends or relatives
for the relationship ground truth.

Collecting phase. We will provide the participants an iOS application that will run on their smartphone
during the duration of the data collection campaign. The location data of each participant will be frequently
captured and sent to a server located at UNIL to store them in a safe manner with restricted access. In
addition to the GPS data, we will also frequently collect WiFi and Bluetooth data. At the end of the
collection phase, we will automatically retrieve their contact information and their agenda information for the
period of the data collection campaign in order to be able to answer privacy related questions. Finally, once
a month, we will ask them to answer a survey regarding the modes of transportation they used.

Closing phase. At the end of this data collection campaign, we will ask the participants to answer a last
survey in order to collect a ground truth composed of their points of interest as well as their new perception
about location privacy. For example, the participants will have to indicate the locations where they spent a
large part of their time (e.g., home place, work place...) or locations that are important for them on a daily
basis (e.g., bus stop...). They will also have to label them in order to improve the semantic of the dataset.

Data quality

As highlighted previously, the quality of the collected location data is crucial.

To avoid large gaps in the data, the participants will regularly receive notifications (by e-mail or via the
application). These notifications will typically be sent If they have a low battery level or if we detect that they
did not recorded their location during a long period of time. These notifications will mitigate the risk of
obtaining low-quality traces.

Data privacy

In order to ensure the privacy of each participant, the data will be stored on a secure server located at Unil.
Furthermore, proven cryptographic techniques and strict access control policies (allowing only a few
privileged researchers at UNIL to access the data) will be enforced. If we decide to share the entire dataset
with the research community, it will be distributed according to a UNIL licence with strict anonymity
constraints (names will be removed, etc.).

Monetary compensation

All participants, of the ORSEE database or recruited by an ORSEE participant, will receive a monetary
compensation of 100.- CHF if and only if participants follow all the rules indicated in the consent form of the
Data Collection Campaign.
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