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Getting data about controller movement

Mine data from Twitter feed of @BustedLAUSANNE and Busted-App



Data Format

Format: [Stop], [line to destination]/[outside/inside the vehicle], [timestamp]



Analyze the data to check for attack surfaces

§ What stops/lines come under high-frequency control?

§ At what hours of the day is controlling prominent?

§ Is there any correlation between the stop/line and the control time?

§ At which stops is controlling performed outside the vehicle?

§ Given the current controller position, is the next position predictable?

§ Any observable patterns in weekday/weekend/seasonal regularities?



Stop against “busted” probability

*busted probability at all other stops < 0.005
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Stop

0.00 0.04 0.08 0.12 0.16 0.20 0.24 0.28 0.32 0.36 0.40 0.44 0.48
Busted Percentage

 Bel-Air
 Bellevaux
 Bessieres

 Chauderon
 Croisettes

 Delices
 EPFL
 Foret

 Galicien
 Georgette

 Lausanne-Flon
 Lausanne-Gare

 Ours
 Perrelet

 Prelaz-les-Roses
 Renens-14 Avril

 Renens-Gare
 Renens-Gare n..

 Renens-Gare sud
 Riponne-M.Bejart

 Sallaz
 St-Francois

 Tunnel
 UNIL-Dorigny

Sheet 6

(10^-1)



Line v/s. busted probability
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Attack surface

§ If I know that a stop/line is controlled at a high
frequency I will always buy a ticket while going there.

§ However, I will not buy a ticket at all other stops.



Hour of day v/s. busted probability
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Always buy a ticket at the above stops at these times and vice versa



Line v/s hour of the day v/s busted probability

Line
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Always buy a ticket at the above lines at these times and vice versa



Area v/s. day time v/s. busted probability
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Probability of getting busted outside the vehicle
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If you don’t have a ticket, don’t get out at these stops. Wait for the next one



Movement pattern
Sheet 8
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More than 70% confidence to predict where the controllers will go next at certain stops



Overall	Prediction
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More than 80% confidence to predict where the controllers will go next

Several repeatable patterns discovered



Conclusion

§ Several attack surfaces available to essentially travel for free!

§ Can this be avoided ?



Measures and data requirement

§ Using a model which is randomized in space and time, 
adhering to some constraints
§ viz. some stops must always be monitored.

§ Data required
§ Passengers per line at all times of the day
§ Number	of	of	subscriptions	(monthly,	yearly)	per	zone
§ Number	of	paper	tickets	sold	per	bus	stop
§ Number	of	SMS	tickets	sold	per	day	and	per	location
§ Number	of	busted	people	per	day	and	per	location



Organization of the controllers

§ Fixed	salaries?
§ Commission	based	salaries?
§ Range	of	salaries?
§ Itinerary?


