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Getting data about controller movement

Mine data from Twitter feed of @BustedLAUSANNE and Busted-App

INFO:
INFO:
INFO:
INFO:
INFO:

INFO
INFO

Starting new HTTPS connection (1): twitter.com

Got 12658 tweets for BustedLausanne%20until%3A2017-06-24%20until%s3A2017-06-23.

Got tweets ranging from|2013—10—22 to 2017-06-22 |

Running iteration no 4, query is 'BustedLausanne until:2017-06-24 until:2017-06-23 until:2013-10-23"'
Querying BustedLausanne until:2017-06-24 until:2017-06-23 until:2013-10-23

:rsm_mhms_mmlun (1): twitter.com
1| Got 13517 tweets (1 new).

INFO:
INFO:
INFO:
INFO:
INFO:
INFO:
INFO:

Starting new HTTPS connection (1): twitter.com

Got 1 tweets for BustedLausanne%20until%3A2017-06-24%20until%s3A2017-06-23%20until%3A2013-10-23.

Got tweets ranging from 2013-10-22 to 2013-10-22

Running iteration no 5, query is 'BustedLausanne until:2017-06-24 until:2017-06-23 until:2013-10-23 until:2013-10-22'
Querying BustedLausanne until:2017-06-24 until:2017-06-23 until:2013-10-23 until:2013-10-22

Starting new HTTPS connection (1): twitter.com

Got @ tweets for BustedLausanne%s20until%3A2017-06-24%20until%3A2017-06-23%20until%3A2013-10-23%20until%3A2013-10-22.

hec-170-69:Desktop Vaibhav$



Data Format

= . Busted Lausanne @Busted LAUSANNE - 20h v
lAllSAIlf #Controleurs Lausanne-Flon, ligne m2 — Croisettes (via busted-app.com)
7 & Translate from French
O (R V), 4
A4

= Busted Lausanne @BustedLAUSANNE - 5h

lAlIgIIF" #Controleurs Bel-Air, hors du véhicule (via busted-app.com)

& Translate from French

® (] QO &

Format: [Stop], [line to destination]/[outside/inside the vehicle], timestamp]




Analyze the data to check for attack surfaces

» What stops/lines come under high-frequency control?

» At what hours of the day is controlling prominent?

» |s there any correlation between the stop/line and the control time?

= At which stops is controlling performed outside the vehicle?

= Given the current controller position, is the next position predictable?

» Any observable patterns in weekday/weekend/seasonal regularities?



Stop against “busted” probability

Stop
Bel-Air N
Bellevaux IIIIIIIININGEN
Bessieres GG
Chauderon I
Croisettes IR
Delices I
EPFL I
Foret I
Galicien I
€llolgelclisy ]
Lausanne-Flon I
Lausanne-Gare I
Ours I
Perrelet I
Prelaz-les-Roses IIIIIIING
Renens-14 Avril NG
Renens-Gare I
Renens-Gare n.. IIIIIIEIEIEINGEGNGN
Renens-Gare sud GG
Riponne-M.Bejart I
SElEYd 00 |
St-Francois I
Tunne! INTIEGN
UNIL-Dorigny I

(10n-1) 000 0.04 008 012 016 020 024 028 032 036 040 044 048
Busted Probability

*busted probability at all other stops < 0.005




Line v/s. busted probability

Line
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Busted Percentage
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Zip-code area v/s. busted percentage




Attack surface

= If | know that a stop/line is controlled at a high
frequency | will always buy a ticket while going there.

= However, | will not buy a ticket at all other stops.




Hour of day v/s. busted probability

Stop

Bel-Air
Bessieres
Chauderon
CHUV
Croisettes
Delices

EPFL

Galicien
Georgette
Lausanne-Flon
Lausanne-Gare
Ours
Renens-Gare
Renens-Gare n..
Riponne-M.Bejart
Sallaz
St-Francois
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Hour of the Day

Always buy a ticket at the above stops at these times and vice versa




Line v/s hour of the day v/s busted probability

Line

line 1 to Maladiere

line 8 to Grand-Mont

line 8 to Verriere

line 9 to Lutry-Corniche
line 9 to Prilly-Eglise

line 17 to Croix Peage
line 17 to Georgette

line 18 to Timonet

line 21 to Lausanne Gare
line m1 to Lausanne-Flon
line m1 to Renens-Gare
line m2 to Croisettes

line m2 to Ouchy
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Hour of the Day

Always buy a ticket at the above lines at these times and vice versa

N
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Area v/s. day time v/s. busted probability

Number of Records
. 1
20




Probability of getting busted outside the vehicle

Stop
Bel-Air |
Bellevaux NG
Bessieres IIIIIIEIEIEIEGEGEGEGEGEGEGNGGNGN
Chauderon I
Croisettes I
Delices I
EPFL I
Foret NG
Galicien I
Georgette IIIIINIGIGNGGNN
Lausanne-Flon |
Lausanne-Gare NN
Ours I
Perrelet NG
Prelaz-les-Roses NG
Renens-14 Avril I
Renens-Gare I
Renens-Gare n.. I
Renens-Gare sud NG
Riponne-M.Bejart I
SElEYd 00 |
St-Francois I
Tunnel NG
UNIL-Dorigny I
45 50 55 60 65 70 75 80 85 90 95 100

Percentage of getting busted outside

If you don’t have a ticket, don’t get out at these stops. Wait for the next one




Movement pattern

St-
Francois

Avenue de|

a Gare
Avenue de la Gare

More than 70% confidence to predict where the controllers will go next at certain stops




Overall Prediction

A

Epenex —

Ours —
Ripponne —
Tunnel —

Motte —
Montbenon
Bellevaux —
Bourdonnette
Croisettes —
Pully-Centre
Bel-Air —
Chauderon —
UNIL-Sorge —
Sallaz —
Lausanne-Gare—
UNIL-Dorigny —
EPFL—

Grancy —
St-Francois -
Lausanne-FLon -
CHUV
Rennes-Gare —

—— True Data
——— Prediction

I
Oct 2

I
Oct 4

I
Oct 6

I
Oct 8

I
Oct 10

I
Oct 12

I
Oct 14

I
Oct 16

More than 80% confidence to predict where the controllers will go next

Several repeatable patterns discovered

I
Oct 18



Conclusion

» Several attack surfaces available to essentially travel for free!

= Can this be avoided ?




Measures and data requirement

» Using a model which is randomized in space and time,
adhering to some constraints

* viz. some stops must always be monitored.

= Data required

» Passengers per line at all times of the day
Number of of subscriptions (monthly, yearly) per zone
Number of papertickets sold per bus stop

Number of SMS tickets sold per day and per location

Number of busted people perdayand per location



Organization of the controllers

» Fixed salaries?
= Commission based salaries?
" Range of salaries?

" [tinerary?




